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BRIEFING ORDER OF OCTOBER 13,2011

THE UNITED STATES OF AMERICA, through the undermgned Department of
Iustlce attorney, respectfully submits the followmg response to the Court's Brlefmg

Order of October 13, 2011. {S#@G,NF?—

Tashma dauhar,
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’i‘he Court's Briefihg Order of October.13, 2011, in the above-c_éptioned matters
(here-il_lafter "October 13 Briefing Order") eﬁumerated sn( issues to be addressed by the
Government. Items 1 and 2. in the Octobe.r 13 Briefing Order are addressed together
startiﬁg on page 3 beléw;'responses for .i’ée;ns 3. through 6. begin on page 39. (&}

As an initial matter, as this Court is a\&are, amended ;v,ectidn 702 minimization
| p¥oce'dures for the Nationél Security Agency (NSA) were adopted by the Attorney
General and aproved by the Attb‘rney General and bhector of Naﬁclmal Intelligence for - V'
immediate use on Octol-oer 31, 2011, that sarne day the procedures were submitted to the
Court for re\.riew_. NSA's amended section 702 minimization procedures provide, infer
alia, that "[a]1l Internet transactions méy be'retéined no longer than fwo years from the
expiration date of the certification authorizing the collection in any event." Seg, e.g.,
Amendment to DNI/AG 702(g) Certificatior- Ex. B, filed Oct. 31, 2011, § 3(c)(2)
(hereinafter "2011 Amended NSA Minimization 'Procedure.s“)( In the past, NSA has
tried to maintain con;istency of its mim'mizaﬁon procedures across acquisitions
pursuant to fnultiple. cerﬁfiéationé. NSA is unable to api:;ly in full the 2011 Amended
NSA Mmﬁnizgtion Procedures to information acqﬁired prior to October 31, 2011, for
tecMcal reasons primarily fela’_cec_l to its inability to seg.regate certain previoﬁsly .

collected categories of information in accordance with section 3(b)(5)a. of the amended
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procedures.! Nevertheless, in furtherance of maintaining consistency across data
acquired ﬂmﬁugh itslupstream coﬁecﬁons, and as described in greater detail below,

' NSA is taking steps to age off of its systems Internet transactions that were collected
through its upstream- collection platforms pursuant to Docket Nos._
the Prowée'ct America Act of 2007, Pub. L. No. 110-55, 121 état: 552 (Aug. 5, 2007)
(hereinafter PAA), and certifica;tions issued under sectioﬁ 702 of the Foreign Intelligence
Survei]lancé Act of 1978, aé amended, 50 U.S.C. §§ 1801, et seg. (ﬁeremaiéter FISA or "the |
Act") wh'ere' such authorizations expired more than two years ago. NSA anticipates that
it will complete this age-off process no earlier thah March 2012‘. ESHSHHANE-

1. An analysis of the application of Section 1809(a) to each of the three different
statutory schemes under which Internet transactions were acquired without the

~ Court's knowledge. {TSHSHAE)y—

2. The extent to which information acquired under Section 1881a, the PAA, and

Docket Nos [ {1 within the criminal prohibitions set forth in
Section 180%(a). 5

The Government responds to these two items as follows:~{5)—

1]t is for this reason fhat NSA has not sought to amend prior certifications to permit the use of the 2011
Amended NSA Minimization Procedures to information acquired under those certifications. {5)-

_NYT v DOJ, 16 CIV 7020_000533



Approved ff:r public release. All withheld information exempt under b(1) and b(3) except as otherwise noted.

~FOP-SECRETHCOMINTHORCONNOFORN-

1. The Application of Section 1809 to the Government's Acquisitions Pursuant to

Section 1881a, the PAA, and Docket Nos. _(S)-

A. Section 1809 is a Criminal Statute Designed to Address Intentionai Violations of
the Law «5y— o

As. acknowledged earﬁer this year, the Government concluded that its prior
representations to the Court regarding the steps NSA must take in order to acquire -
single, discrete communications to, from, or about a tasked selector did not fully expléjn
~ all of the means by which such communications are acquire.d through NSA's upstream
collection techniques. The Government submits that that oﬁersight, although
regrettable, does no-t support a ﬁndihg that the Government intentionally engaged in |
unauthorized electronic suryeﬂlmce, thus implicating a cfiminal statute. 'Secti.on 1809
" by its terms imposes criminal san‘ction‘s; (including imprisonment and a substantial fine)
on an individual who intentionally engages in unauthorized electronic surveillance or
uses or discloses the fruits of unauthorized -electronic surveillance.? Congress did not
intend the'se stringent penalties to apply to intelligence professionals who, in good fa;ith,
reasonably bé]ieved that they were acquiring foreign intel.ligence information in
‘ confornﬁ;csr with authorizations by this Court or by the Attorney General and Director
of National Intelligence. _(-’ES#SWNF-)— 3 | |

Section 1809(a) .crinl‘dnalizes "intentionally (1) engag[ing] in electronig

surveillance under color of law, except as authorized by [statute] ... ; or (2) disclos[ing]

2 Section 1810 of FISA exposes an individual who violates section 1809 to substantial civil penalties.—5)
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or us[ing] information obtained under of color of law by electronic surveillance,

knowing or having reason to know that the information was obtained through

* electronic surveillance not authorized by [statute].” 50 U.S.C. § 1809(a). Section 1809

provides a complete defense for law enforcement and investigative officers engaged in
official surveillance "authorized by and conducted pursuant to a search warrant or -
coﬁrt order of a court of competent jurisdictibn.“ 1d. § 1809(b). Accordingly, by its
terms section 1809(a) is violated only where there is intentional conduct and
unauthorized electronic suiveillance is h.wolved. 5> |

FISA's ilnclusion of criminal sanctions reflects a balance between competing
priorities. On the one hand, the threat of criminal sanctions reinforces FISA'S céntral
edict: before engaging in electronic surveillance, Government agents must 'obtzlii_n the
necessary statutory authorization -- typically (though not alWa}fs) by securing advance
judicial épproval. On the other, those agents who in good faith obtain and effectuate
authorization under the FISA framework are thereby shielded from civil and érimi.nal
liability.' FISA's proponents stressed that ’lfar from chilling lawful intelligence collection,

the bill's clear delineatiori of the scope of criminal liability actually serves to profect law-

abiding-GoVernment agents:

[IIndividual intelligence agents will know to the letter what is required of them.,
They will know that what they do pursuant to a warrant is lawful. And they will
be protected in the future against criminal prosecutions and civil suits arising

" from the surveillance as long as they do not exceed their lawful authority. ~ ~

. 5 ‘
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Foreign Intelligence Suruveillance Act: Hearing on H.R. 7308 Before the Subcormmittee on |
Courts, Civil Liberties, and the Administmtion of ]'uétice, HC.J.MSE- Comimitiee on the Judiciary,
95th’.Cong. 111 (1978) (statement of Rep. Mazzoli). To that end, "[t]he word
'intentionally’ was carefully chosen. It [was] intended to lreﬂect the mo;st strict standard
for criminal culpability. . .. Tl".le Government would have to p.rove beyqngi a reaéonable
doubt that the . . . [conduct] was engaged in with a cons_ciou:s. objective or desire to
commit a viclaton." H.R. Rep. No. 95-1283, pt. 1, at 97 (1978) (quotation omitted). In
other words, "intentionally” in the context of section 1809 means not only that an
individual iiitentiona]ly undertook electronic surveillance, but ﬁndertook electronic
su'rv_eillancé with the knowledge and intention to violate the requirements of FISA. As
noted in the Governﬁlent’s Response to the Cpurt's Briéfing Order of May 9, 2011, -

"[b]ased 'u-pon discussions between responsible NSA officials and the Department of

Justice (DOJ) and the Office of the Director of National Intelligence (ODNI) and DO]

and ODNI's review of documents related to this matter, DOJ and ODNI have not found
any indication tha_t there was a conscious obj'ecﬁve or desire to violate the

authorizations here." Government's Response to the Court's Briefing Order of May 9,

2011, Docket Nos [ - e 1, 201, at 3

n.27 (hereinafter "June 1 Submission"). In addition, DO] and ODNI have not found any

_ indication of a conscious objective or desire to violate the authorizations under the PAA
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ﬁe enacted version of section 1809 contrasts markedly with a crimhal—séncﬁom
provision in a draft bill that wouldlhave- swept more broadly. The earlier proposal
‘would, amoné other things, have criminalized intentionally "violat{ing] any court
o¥der pursuant to this title." H.R. Rep. No. 95-1253, pt. <1, at 96-97 (discussing
predecéssor bill). Criminalizing all manner of FISA violations "genérated considerable
debate” ana was suggested to have a "deleterious effect on thé moréle of intelligence
personnel.”" Id. at 96. The "any order” language was ﬁlﬁ':mately stricken from the final

' bi'll éﬁacted by Congress. In limiting FISA's criminal penalties to instances in which the

Government had failed to obtain prior aut'horization' or inteﬁﬁona]iy excéeded the-
boundaries. of the authorization obtained, Congress made ﬁlear that it envisioned
section 1809 as anarrqwly faﬂored sanction, not a comprehensi\;e framework for
remedying all rﬁamwer of Government errors in the Cdﬁrse of dbtaining or effectuating
FISA authorities. {S}

Given its underlying puri:aose, the Government respectfully suggests that sectioﬁ
1869 does not provide the appropriate framework for cases in WiﬁCh the "surveillance,
thc;ugh based on an erroneous factual premise, was authorized by apd conducted
pursuant to an or&er issued by thé FI_SC." Note, The Notice P_roblém, Unlawful Electronic - -

Surveillance, and Civil Liability under FISA, 61 U, Miami L. Rev. 393, 427 (2007) (arguing

that although this limitation of section 1809 was "appropriate for criminal liability,"

FISA should be amended to provide...civfﬂ Hability in such ciréumsfaﬁces)., So
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tinderstood, section 1809 accords with other criminal offenses that hinge on the absence
of va]id authorizatioﬁ. ‘For example, in Theofel v. Fm'eyffones, 359 F.3d 1066, 1072 (9th Cir.’
2004), the Ninth Circuit construed "the meaning of the word 'authorized’ in section
2701" of the Stored Communications Act (SCA), 18 U.S.C. § 2702, The defendant in
Theofel had obtained access to communications by serving a "patently unlawful"
subpoena on a third party. Id. At issue was whether compliance with that flawed
subpoena constituted valid consent -- i.e., qualified as an "authorized" disclosure under
the SCA. €5

Holding that the answer depended on whether the authorization was procured
in "bad faith," the Court of Appeals expléi_ned:

' Because the Stored Communications Act défine's a criminal offense and includes

an explicit mens rea requirement, see 18 U.S.C. § 2701(a)(1), we do not think a

defendant can be charged with constructive knowledge [of the authorization’s |

invalidity] on a showing of mere negligence. Rather, the defendant must have

consciously procured consent [i.e, "authorization"] through improper means. In

this case, the magistrate found that defendants had acted inbad faith. That is

enough to charge them with knowledge of [the third party 's] mistake. See Black's

Law Dictionary 139 (6th ed. 1990) (defining "bad faith" as "not simply bad

judgment or negligence, but . . . conscious doing of a wrong because of dishonest
purpose or noral obliquity“).

Id. at 1074 n.2. In addition to recounting the defendant's "bad faith" and "constructive
knowledge" of the subpoena‘s invalidity, the decision stressed that "[a]llowing consent

procured by a known mistake to qualify as a defense would seriously impair the |

steitufe S operatlon " 1d. a’c 1074 "However, for the reasons discussed herein, the
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' Government submits that the orders of the Court in the four authorities at issue here
were not "procured by a known mistake." 48}
| The Goverrument submits that the same considerations exclude frorﬁ criminal
.hab]hty under section 1809 instances in which ]ud1c1a1 approval and authorization of
the Director of Natlonal Intelligence and the Attorney General were obtamed n good
faith, premised on incomplete descriptions of how the acquisitions were to be

conducted. ~(FSHSHANE)-

B. The Authorizations Remain Valid Despite the Government's Incomplete
Description of the Technical Means of Acquisition-(S)-

Congress intended that the "crir-ninal penalt-les.fo.r intelligence agents under
[FISA] should be essenﬁally the same as fci‘ur law enforce:ﬁent offica_ers under title 18." .
-HTR' Conf. Re;.x No. 95-1720, at 33 (1978). Therefore, the law-eﬁorcement context
provides instructive guidance with respect to the lscope of what should qualify as
inténtiona_l unauthorized surveillance for purposes o‘f section 1809(a)(1). Provided it
was obtained in good faith, a valid auﬂlorizatioﬁ to conduct law-enforcement
surveillance is not rendered "void" or "invalid" becaﬁse it was premised on a factugl
error or misstatement..-(S}

Under case law developed in the su'pp;ession conitext, it has long been‘ settled
that the Government's "[ijnnocent mistakes or negligence alone are insufficient to void a

7 Wwarrant " United States v, Palega 556 F.3d 709 714 (8th Cir. 2009) (citing P1 ‘anks v.
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Deluwaré, 438 U.5. 154, 171) (1978)).* Recognizing that everyone - including the agents'
who serve the Government -- will at times cprhmit errbrs; the Su];.)reme Court hés
emphasized, in a variety of circumstances, "the need to allow some latitude for honest
mistakes." Maryland 'u Garrison, 480 U.S. 79, 87 (1987); see also Brinegar v. United States,
338 U.S. 160, 176 (1949) (emphasizing that "room must be aJloweci for some mistakes on
fthe Government's] part"). -(-S} |
In the three decades since Frarnks, it has become hornbook law that a discovery of

a good faith misstaterﬁent or orhission* in the application for a warrant -- even one that .
is material -- does not t-ransform an autﬁorized search into an unauthorized on'e.- Seeeg.,
Chism v. Washington State, No. 10-35085, ___ F.3d ___, 2011 WL 5304125, at *16 (9th Cir.
Nov. 7, 2011) (;'It is well established that omiésions and misstatemen’c.s resulting from

negligence or good faith mistakes will not invalidate an affidavit which on its face

3 The decision in Franks came down in June 1978, just prior to FISA's enactment. But the core holding of
Franks was anticipated by many courts. See, e.g., United States v. Marihart, 492 F.2d 897, 900 n4 (8th Cir.
1974) ("We agree with the Seventh Circuit that completely innocent misrepresentation should not support
suppression even if material."). The Second Circuit has suggested that "FISA orders should be governed
by the principles set forth in Franks v. Delaware." United States v. Duggan, 743 F.2d 59, 77 n.6 (2d Cir, 1984},
Under the Second Circuit's standard, the fact of a negligent misstatement in a FISA application is not
grounds for suppression — or even an evidentiary heaxing -- on the issue of whether the surveillance was
properly authorized. To warrant a hearing, the court explained, a suppression motion asserting that the

" Government's surveillance was not authorized by FISA. "would be required to make 'a substantial
preliminary showing that a false statement knowingly and mtennonally, or with reckless disregard for
the truth, was included’ in the apphcahon and that the allegedly false statement was ‘necessary’ to the
FISA judge's approval of the application." Id. (quoting Franks, 438 U.S,, at 155-156). 45}

- —4+Although Franks itself was-concerned-with the issue of Government miSStatemél’ltSri-tfiS':T'\.?iaEIY aceepted— ——— ——- -
that its "reasoning . . . 'logically extends. . . to material omissions.™ United States v. Johnson, 696 F.2d 115,
118 .21 (D.C. Cir. 1982) (quoting 2 W. LaFave, Search and Seizure, § 4.4 (Supp. 1982)). <S)—
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establishes probable cause.") (quotation omitted); United States v. Andrews, 577 F.3d 231,
238-39 (4th Cir. 2009) (“In challenging a search warrant on the theo;:y that the officer's
affidavit omitted material facts with the intent to make, or in reckless disregard' of |
 whether they thereby made, the affidavit misleading, the deferidant must show (1) thafc
the officer deliberately or recklessly omitted the information at issue and (2) that the
inclusion of this information Wqﬁld have defeated probable cause.") (quotation ana :
citation omitted). The appropriate iﬁquiry looks to the AG.overnment's good faith in
submittipg the applicéﬁon, and the fact that an error may be attri_bﬁtable to an internal
nﬁscommunica’;ion within the Government, or to gaps in the deernment's
understanding, is not itself an indication of bad faith, See, é.g., United States v. Yusuf, 461
F.3d 374, 378 (3d Cir. 2006) (in performin-g the Franks anaiysié, lower court "erred I-Jy
failing to recognize tha’é government agents should generally be able to presume that
information received from a sister governmental agency is accurate"); United States v.
Rédtke, 799 F.2d 298, 310 (7th Cir. 1986) (finding no "deliberate falsehoo'd" where a police
officer of one department compiled erroneous information derived from another |

department's investigatibn)ﬁ 5

5 The case law "hold[s] the government accountable for statements made . . . by the affiant [and]
staternents made by other government employees which were deliberately or recklessly false or
mislgading insofar as such statements were relied upon by the affiant in making the affidavit." United
States v, Kennedy, 131 F.3d 1371, 1376 (10th Cir. 1997). See also United States v. Harnmett, 236 F.3d 1054,

~ 1058-1059-(9th Cir.2001) ("In informing Detective Bolos of the informationinecessary to-procure the. . — ... .

warrant, it is highly probable that there was a miscommunication between Officer Correia and Detective
Bolos that Jed to the misstatement in the affidavit.”We therefore reject the position that the warrant is
invalid . .. ."); Lnited States v. Wapnick, 60 F.3d 948, 956-(2d Cir. 1995) (invalidation turns on whether
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'fhe Franks framework has been extended to mistakgs in .Ti'tle II applications. As
-]u_dge Poéner has explained:

[1f governinent agents execute a valid Wiretép orcier' and in the course of

executing it discover it was procured by a mistake . . . the record of the

conversations is admissible m evidence . . . . The discovery of the mistake does

not make the search unlawful from its inception.

 United States o, Ramirez, 112 F.3d 849, 851 (7¢h Cir. 1997); see also uﬁited Siates v Garcia,

785 F.2d 214, 222 (8th Cir. 1986) (applying Franks stand;au‘d to a Title I Wireta?); Untited |
States '0 Ippolito,_77;l'F.2d 1482, 1485 (9th Cir, 1985) (sgme);‘ LInited States U'. Southard, 700
F.2d 1, 8 (1st Cir. 1983) -(same-). - |

Although llthe Government has not located cases appiy'mg the Franks standard to
illegal wiretapping prose'cutions (presumably because cases ralsmg that fact pa&ern are
rarély, if e'ver', prosecuted), Franks also deﬁneateé the scope of an "illegal search” in civil
litigaﬁoﬁ under 42 U.S.C. § 1983. See, e.g., Peet v. City of Detroit, 5b2 F.3d 557, 570 (6th |
Cir, 2007) (“Iﬁ casés involving search Warralmtg ... the law is clear that an officer may be
held liable under 42 U.8.C ' § 19‘83 for an illegal search . . . when the officer knowingly
and delibez;ately,_or with a reckless disregarci for the truth' makes ‘false statements ‘or
omissions that create a falsehood' and 'such statements or 6missions are material, or

necessary, to the finding of probable cause.") (citing Wilson v. Russo, 212 F.3d 781, 786-

787 (3d Cir. 2000)). When it enacted section 1809, Congress surely did not intend to

anyone in the government "deliberately insulatfed] affiants from information material to the determination -
of probable cause") (emphasis added); United States v. Calisto, 838 F.2d 711, 714 (3d Cir, 1988) (same). {54

12
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impose a less forgiving standard of criminal ligbility in the national security context than -
generaﬂy exists for ¢ivil liabilify in the law—enforcer'pent context. S}

The Government su.bm;its that the Coﬁrt should consider the latitude afforded
fhé Government in the iaw—enfbrcement cc-)ntext equally api)roprigte for .surveil‘lance
conducted under the aegis of national security invléstigationé, in which the
Government's focus will often be "less precise e ..than [surveillance] directed against
more conventional types-of crime." lLInited States v. United St‘ates District Court (Keith),
407 U.S. 297, 322 (1972). All of which is not to suggest that the Governiment bears
diminished responsibility for mista-kes in the reéord. Upon becorning aware of its
failure to communicate to the Court certain salient aspects of its collection activities, the

Government boré responsibility for correcting its past stafements. | See FISC Rule 13(a).

" When mistakes happen notwithstanding the Governmeﬁt’s best efforts, they are

regrettable. Nevertheless, the Government respectfully submits that the potential
exposure to criminal Iiébi]ity -- and the resultant civil liability under section 1810 ~ is

not the appropriate means to respond to such miscommunications within the

Government. £5)-

C. The Authorities at Issue 53

1. Section 1881a {5

Beneath the heading "AUTHORIZATION," section 702 in pertinent part empowers

the Attorney General and the Director of National Intelligence, upon the issuance of an
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order from this Court approvhg a certification and the use of targeting and
'mirdnﬁzétion procedures, to "authorize jointly, for a period of up to 1 year . . . the
targeting of persons reasdnably believed to be located outside the United States to
acquire foreign intelligence ihformation.“ 50 U.S.C. § 1881a(a). Acquisitions authorized
“under section 702 must be coﬁducted in accordance with tuéeﬁng and mbﬁﬁation
procedures adopted by the Attorney General and in conformity‘with a certification.
submitted to the FISC. See 50 U.S.C. § 1881a(c)(1). Accor,dinglj section 702 accords tine
Court a crucial role in ensuring that the Government's targeting and minimization
procedures al.'e consistent with the statutory requirements of secﬁon 702 and the Fourth
Amendment to the Constitution of {he United States. See 50 U.S.C. § 1881a(.i) (providing
that the FISC ';shall have jurisdiction to review [the] certification . . . and the targeting
and minhlltizatibn procec‘iures“).- Nevertheless, while the Governiment cannot
commence or continue acquisition without Court approval, the statute commits
responsil;ﬂjty for "authoriz-a_ti‘on“ to the Attorney General and the Director of National
Intelligence. LTSHSHNEY
Section 702 provides for two potential outcomes of 5udicia1 réview, neither of
- Wlﬁgh appears to vitiate a past de_.termination of the Attorhey General and Director of
National Int_e]ligeﬁce to authorize acquisitions in good faith. The first is "APPROVAL," in

__ which event the Court “entér[s] an order approving the certification and the use . . . of

" the procedures for the acquisitioh." 50 U.S.C. § 1881a(i)(3)(A). The second isa
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"CORRECTION OF DEFICIENCIES," in which event the Court “shall.issue an order directing
the Government to, at the Govérnment‘s élection ... (i) correct any deficiency identified
by the Court's order .. .; or (ii) cease, or not begin, the implementation of the
au'thor‘ization for which such certification was submitted." 50 U.S.C. § 18815(1)(3)(B).
Notably, sectién 702 mal-<es no provision for an order requiring the Govermnent to
purge information acquired under authorizations from the Attorney General and
Directo;: of Natipn;l Intelligence in the event the Government chooses to discontinue its
collection after receipt of a deficiency order® 45}

In keeiaing with 'the above, ’?he operative cerﬁficatioﬁs, and the targeting and
minimization procedures adopteci by the Attorney General for use with those
certifications, were submitted by the Government to the FISC arid approved pursuant to

50 U.S.C. § 1881a(i), lalbeit v;rithout provision of certain inforrxf1ation relevant to the
manner in which NSA acquires Intérnet transéctions to, from, or about a tasked selector
through its upstream collection. - The Attorney General and Director of Naﬁoﬁal
Iﬁte]]igenc_e at all times acted in good faith in diécharging their responsibﬂities under
'sectidn 702. Asthe Court has alrea&y found, each pribf certification c:ontaﬁed all of lthe_

required statutory elements. See In re DNI/AG 702(g) Certifications _

6 In this respect, section 702 appears to represent a departure from the "traditional" FISA framework, -
~ — ~which-expressly--and significantly - restricts the use of information acquired pursuant to.surveillance
activities authorized by the Attorney General without a court order and later rejected by the Court, See,
e.g., 50 U.S.C. § 1B05(e)(5). (S)— . - o -
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B o Docket Nos [ ' c-c: i

Opinion at 12 & n.11 (USFISC Oct. 3, 2011) (hereinafter "Oct. 3 Mem. Op."). Moreover,
as the Goverrument noted in its June 1 Submission, the Attorney General and Director of
National Ihtelli_gence have confirmed that their priox; sectioh 702 authorizations
_continued to be valid and 1n force, no’cwiﬂis_tandmg the acquisition of Internet
transactions featuring multiple discrete communications (hereinafter "MCT.S"). See June
1 Submission at 35; see also Government's Response to the Court's Sﬁpplemental
Questionls of June 17, 201i, Dockét Nos._, filed
June 28, 2011, at 26—27. Accordingly, the quernment respectfully submits that:
pérsonnel Qho relied on those authorizations and followed those procedures in
‘acquiring MCTs did not engage in unauthorized surveillance, and did not inter?d to
engage in surveillance that was not authorized i._mder FISA. {TSHSHAT—.

2. The PAA+5y | |

Section 105B of the PAA likewise empowered the Director of National
Intelligence and the Attorney General to "authorize the acquisition of foreign
intelligence information cgncer'mng persons reasonably believed to be outside the
United States.” § 105B, 121~ Stat. at 552-55. Such acquisitions were specifically exempted
from.FISA‘s definition of “électronic surveillance." See id. §.105A, 121 Stat. 552, As
- nder secton 702, the PAA provided orjuicial review of the tasgeting procedures

- -used to implement-those authorizations, but the review was limited by statute. Under .
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the PAA, the Attorney General was required to submit to this Coﬁrt “the procedure's by
which the Government determines that acquisitions conducted pursuant to [its
statutory authority] do not constitute electronic surveillance.” Id. § 105C(a), 121 Stat. at
‘555. The Court, in t-u_m, was then requirgd to assess whether the Government's
deterrhi.naﬁon was "clearly erroneoﬁs.” Id. § 105C(b), 121 Stat. at 555. As this Court has

. notéd, the deferential "clearly erroneous’ standard of review WOuld not eﬁtiﬂe a
reviewing court to reverse the [Attorney General's] finding . . . simply because [.. .] it
would have decided fhe case differently." Inre DNI/AG 105B Certifications [

| - Mem. Op. at 6 (USFISC Jan. 15, 2008) (héreinafter ?‘PAA Mem. Op.;') (quoting.
Anderson v. City of Bessemer (:.‘ity, 470 US 564, 573 (1985)). Moreover, judicial review
was limited to "certain aspects of the certification process." Id..at 4. "Executive branch
determinations . . . regarding the purpose of the acquisition and the adequacy of
minimization procedureé [were] not subject to judicial review" at éll. Id. at 6.
(TS//SL//NF)

Applying the PAA's "clearly erroneous" standard of review, this Court found the
Government's targeting procedures were "reasonably designed to ensure that the users |

of tasked facilities are reasonably believed to be located outside the United States." Id.

at 15. As to "abouts" communications, the Court "adopt[ed] the [Government's]

interpretation that . . . surveillance [of ‘abouts' communications] is 'directed’ (i) at the
users of tasked e-mail accounts . .. ; (i) at those parties to acquired communications

TOP SECRET//COMINT/QRCON,NOFORN
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who ... 'ar;a reasoélably beiieved to be outside the United States; or (iii) at both these
classes of pefsons." Id. at 21.‘ Just as in the section 702 context, Government personnel
who relied on the PAA authorizations o acquire MCTs did not engage in unauthorized
surveillance, let alone did s0 intentionally. -(IS#SI—ANFQ—

3. FISA Title IS} |

The issues concerning NSA's upsiream collection techniques raiéed during ;the

Court's consideration of the above-captioned dockets potentially implicate the

applications approved by the Court in It 7e —
Y -
os. [ 5/ —

With respect to Docket No. i the Govgrﬁent sought, and the Court
approved, "authorization to dii'ec_t electronic surveillance" at_ that the
Government believed were being used, or Wefé about to be used, by its targets to
communicate, In its order approving-the surveillance, the Court stated thatit

"underst[ood] that, in certain instances, NSA may collect non-target [internet] -

cominications.” I r [
I, Docke No S Mem Op. 2t9n.9

(USFISC Apr. 6, 2007) G\ereina_fter I (e Op."), just as the Cotirt understood

~ that “[a]lthough NSA ; surveﬂlance wﬂl be designed to acqmre only international

- {telephone] communications where one cornmumcant. is outside the United States, . . .
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the manner in which [NSA] routes communications do not permit complete assur.ance
that this Wﬂi be the case,'; id. at 7-8 n.7. The 'Couré approved th‘e‘collecticlm with the |
expectation that NSA would "hancile these communications in accordance with its
sfandard FISA minimization procedurgg, as described a.n_d modified herein." Id. at9n.9;
éee_ also id.- at 7-8n.7, Acco;:dingly., dee.rnment personnel who relied on that épproval
and acted in accordance with thos?e procedures in no way engaged in uhauthoriéed
.su'rvei]lanée, and certainly did not do so with "a conscious and objective desire to.
commit a violation." H.R. Rep. No. 95-1283,' pt. i, at 97 (1978) {quotation oﬁﬁtted).
—ESHSL N

| With respect to Docket No.-the Govémmenf acknowledges that its
application did not fully ;explajn the methodélogy through which— '
Internet commumications ﬁpstream Wou_ld "ensure that all communiéaﬁoné fofwarded
toNSA. . . .. are indeed communications t'hat have been sent or receiv;ed using, and that
'réfer to' or are 'about,' e-mail accounts/addreSses/identifiefs for Wlﬁch there is probable _
cause to believe are being used, or are about to-be used, by [the targets.]}" De;:l. of Lt..
Gen. Keith B. Alexander, Dopket Nq.- filed Ma& 23, 2007, at 21. But for the
reasons discussed in greater detail above, this good faith mistaké does not render the
prior authorization void or the surveillance collected thereunder "unauthorized,"

thereby exposing Government iaersonnel to potential criminal and civil liability. On the

NYT v DbJ, 16 CIV 7020_000549
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contrary, such godd faith mistakes can and should be meaningfuily redressed without

recourse to section 1809. (ESHSHANE)—

II. Should the Court Determine that Unauthorized Collection Occurred, Only the
Acquisition of Certain Subsets of Communications Acguired Through NSA's
Upstream Collections Conducted Pursuant to the Authorities at fssue Would
Constitute Electronic Surveillance, as Defined by the Act {5} ’

. By its terms section 1809(a) applies oni,y to unauthorized electronic surveillance
" as that term is defined in FISA, Thus, the extent to which section 1809(a) applies to
acquisitions under the authorities at issue herein depends on whether or not those
acquisitions constitute "electronic surveillance." <5}~ |
’ NSA'S upétream-lnternet collections under all four authorities have acquired
ony commssicatios [
-
I /- such any communication that NSA has acquired through
its upstream Internet céllections conducted: pursuant to the four authorities at issue
would be a "wire communication,” as de'finedl_by the Act -- that is, a "commumication |
while it is being carried By a wire, cable, or other like connection f.urnisheld or opérateci
by ary person engaged as a common carrief in providing or operating such facilities for
the transmiséioﬁ of interstate or foreign éommunications.“ Id. § 1801(1). (ESHSHAEY-

The Act defines "electronic surveillance” in four different ways. See id. § 1801(f).

upstream collections conducted pursuant to the authorities discussed in the Court's

NYT v DOJ, 16 CIV 7020_000550
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Briefing Order. The first type of electronic surveillance, which requires “intentionally
targeting” a "p_érticular,known United States person who is in the United States,"_ id.
§ 1801(f)(1), is not implicated, because.none of the authoriti\lﬂ_s at issue here permitteéd
the targeting of United States persons inside the United States.” Similatly, fhe third type
of electronic surveillance, which involves the.acquisition of the contents of certaﬁn radio
communications, see id. § i801(ﬂ(3), is not implicatéd, _
: :

For the reasons discussed below, the second type of electronic surveillance
defined by the Act, which involves the acquisition of certain types of wire
communications, see id. § 1801(f)(2), is potentially implicated to varying degrees (or not

' at all) in each of the four acquisition authorities at issue. Seg, e.g., In 7e -
B Dock<t No il 2 rrlication at 18-19, filed Dec. 13, 2006; I r

7 Specifically, in Docket No.-, the authority granted by the Court required that "[a]ll selectors shall

be telephone numbers or e-mail addresses that NSA reasonabl believes are being used by persons
eutice e Unied s 1<
_ * Docket No. Primary Order at 12 (USFISC Apr. 6, 2007)
" (hereinafter rimary Order"); in Docketﬂ the authority granted by the Court was
“imited to the surveillanee of telephone numbers and e-mail accounts/addresses/identifiers which the
NSA reasonably believes are being used, or about to be used, by persons outside the United States,” In re

. Docket No. i Primary Order at 11 (USFISC Aug. 24, 2007) (hereinafter
Primary Order"); under the PAA, the Government was only authorized to acquire "foreign intelligence

information concexning persons reasonably believed to be located outside the United States," § 105B(a),

e — == 121-5tat: at ‘55’2;"and"under'section770'2—;the'Gover—nment—mayfaequ-ire-—forei-gn--intelligenceinformation__. T

through "the targeting of persons reasonably believed to be located outside the United States," 50 U.5.C.
" §718814(a), and is prohibited from "intentionally target[itig] any person known at the time of acquisition
to be located in the United States," id. § 1881a(b)(1). (&)

-NYT v DOJ, 16 CIV 7020__000551



Approved for public release. All withheld information exempt under b{1} and b(3) except as otherwise noted.

TOP SECRET/COMINT//ORCON,NOFORN

B Dot No il A pplication at _16-17,. filed May 24, 2007.8 As noted

above, all communications acquired through NSA's upstream collections under the four

authorities are wire communications, as defined by the Act. Becausé the fourth type of
| electronic surveillance sﬁecifically excludes the-acquisition of wire communications, see

id. § 1801(£f)(4), it does not apply to NSA's upstream collections under the authorities at
' issue. (TS//SI/NF)

' ‘Pursuant to the authority granted by this Court in Docket Nos. ||| | | NEGTNNN

- NSA acquired wire communications through its upstream collections. To the
extent that such wire commqnications (inchuding any discrete communications within
an MCT) were to or from a pérson 1'11§ide the United Sfcateé, the acquisition of those
communications would héve constituted electronic surveillance as defined in
subsecﬁon 1801(f) (é). Most of that electronic surveillance was specifically contemplated
and approvéd by the Court in these dockets. However, upon closer reV.ieW of the
record and as described below, certain wire commurications to or from persons located
in the United lStates‘ acquired through NSA's upstream collections may not have been

specifically contemplated by the Court at the time authorization orders were issued in

Docket Nos. ||| | NG (T5/5//NF)
y-

-_ﬁm ¥ -
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| Section 105A of the PAA "carved out" of the FISA Title I definitions of electronic
surveillance, a surveillance directed at a person reasonably believed to be located
outside of the United States. g8 1‘705A, 121 Stat. at 552 ("Nothing in the definition of
electronic surveillance under section 101(f) [i.e., 50 U.5.C. § 1801(f)] shall b.e‘construed to
encompass surveillance directed at a person reasonably believed to be located outside
of the United States."). As explained in detail below, NSA's acquisitions pursuant to the
PAA were at all ﬁmeé the product of surveillance directed at persons reas-onably
believed to be located outside the United States and thus did not constitute electronic
surveillance as defined by the Act. Accord:ingiy, section 1809(a} is not imp]idated by
NSA's acquisition of any communications pursuant to PAA - even those. thaf may not
. have been specifically éontemplated or considered by the Coﬁrt at the time it reviewed
and approved NSA's targeting procedures as requir;ed by Section leC of the PAA S
—(ESHSHANE )~
Unlike the PAA, section 702 did not exempt from the Act's definition of

electronic surveillance the acqujéitiOns contemplated by section 702. Many, if not most,

¢ As noted above, the scope of judicial review under the PAA was narrow. Section 105B(c) required the
Attorney General to fransmit to the Court a copy of each certification. See § 105B(c), 121 Stat. at 553.
Section 105C(a) required the Attorney General to submit to the FISC "the procedures by which the
Government determines that acquisitions conducted pursuant to section 105B do not constitute electronic
surveillance.” Id. § 105C(a), 121 Stat. at 555. Following such submission by the Attorney General, the
Court was required to assess the Government's determination by applying a clearly erroneous standard,

- See 1d-§105C(b); 121 Stat.at 555. Attorney General-and Director-of National-Intelligence-determinations ~ - —----— - - -

regarding the purpose of the acquisitions and adequacy of the rmmrruzauon procedures were not subject
to Court review under Section 105C. {S¥

W@W ol e
23 '
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of the wire communications NSA has acquired_through its section 702 upstream -

collections were specifically contemplated and conside;eci by the Court during its
review and approval of NSA's targeting and nﬂﬁiinization procedures as required By
secﬁon 702(i}) of thé Ac;c,“’ However,. NSA has also collected certain other |
communications to 01.‘ from persons Jocated in the United States through its upstream
collections pursuant to section 702 authorizations that were not specifically

con"cemplatéd or considered by the Court at the time it reviewed and approved NSA's

minimization and targetmg procedures. {FS/SHANE)-

For the reasons more particularly discussed above, the Government maintains
that it dia not engage in unauthorize_d electronic surveillance, let alone did so
intentionally in violation of section i809(a)(i). Should the Court determine that
portions of the acquisitions under the four per’ginent authorities were not authorized,
the following summarizes the extent to which the Government beliéves section
1809(a)(2), which would govern thé further disclosure (.)r use of unguthorized
acquisitions, Wogid be implicated. For purposes of clarity and ease of understanding,

this diseussion categorizes the communications at issue in the same manner this Court

10 Pursuant to section 702, the Court has jurisdiction to review certifications and minimization and
targeting procedures and any amendments thereto. See 50U.S.C. § 1881a(i)(1)(A). Certifications are
reviewed to ensure that they contain all required elements. Id. § 1881a{i{(2)(A). Minimization procedures
are reviewed to assess whether they meet the requirements of the Act and are consistent with 'che Fourth
Amendment. Id. § 1881a(i}(2)(C). Targeting procedures are reviewed to assess whether they are

- reasonably designed to-ensure that-acquisitions-are limited to targeting persons- reasonably believed tobe

located outside the United States, and to prevent the intentional acqmsmon of Wholly domestic
communications. Id, § 1881a(1)(2)(B) -fsa- - - - -
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did in its opinion of October 3, 2011. In addition, as used in this discussion, the term
"communicatiqn" refers to a single discrete communication within an Internet -
transaction. ! 5}

- A. Active User is the Target S}

Under Docket Nos | ;N NI t-- A2, and section 702, section 1809(a)
is not 'm1p1icatéc_1 at all with respect o ‘the ‘acquisitibn of communications where the
active user is the target. That is because such .acquisitions were clearly authorized
under all four authorities. See, e.g., In re DNI/AG 702(g) Certifications || N

I <, Docket Nos. Y - =3 (USFISC
Oct. 3, 2011).2 {FSHSHAEY- ' ' o

1 An Internet transaction may consist of one or more single, discrete communications. See Oct. 3 Mem,

Op. at 15. {F5//SLHNE)-

12 The Government also notes that the acquisition of communications where the active user is the target in
many cases does not constitute "electronie surveillance." With respect to Docket NCF Docket No.
and section 702, the acquisition of communications where the active user is the target constitutes
electronic surveillance only to the extent that such communications are to or from a person in the United
States. Under the PAA, the acquisition of all communications where the active user of the transaction is
the target - even communications to or from a person in the United States -- is not "electronic
surveillance." As discussed above, the PAA removed from FISA's definition of electronic surveillance
"surveillance directed at a person reasonably believed to be located outside of the United States." §105A,
" 121 Stat. at 552, Where the active user of the acquired communication was the target, the surveillance
resulting in that acquisiﬁon was directed at a person reasonably believed to be located outside the United

© ——-eo- — - — States (e, the target), See PAA-Mem:Op.at 13-("[{t is-natural to think of the users of the tasked facilities

as the persons at whom surveillance is 'directed."). Accordingly, such acquisitions are not "electronic
surveillance” under the PAA. (ISHSINE) : S S
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B. Active User is Not the Target and is Located Overseas 48y .

Under Docket No JJJJjand section 702, the acquisition of communications

where the active user of the communication is not the target but is located overseas

potén’cia]ly implicates-section 1809(a), but only under very limited circumstances. First, |

section 1809(a) is not hﬁplicgte_d if the communication of the non-target active user
1oc;élted oﬁtside the United Sta:tes is_to or from another person located outside the

United States (including the user of a tasked selector), because the acquisition of such a
commum'cat.io.n is not "electronic su-rv.ei]lance."13 Second, if the communication of the
non-target ac:ﬁvé user located outside the Upited States is to or from a.person 1océted in
the United States (and its acquisition is thus "electronic surv-ei]-lahce"), section 1809(a) is -

not implicated if the commumcatlon is one of the-types of "abouts" communications

- recognized by the Court in Docket No- see Inre —

I

~ Order at 13-14 (USFISC Aug. 24, 2007) (hereinafter " Frimary Order"); under the

PAA, see PAA Mem, Op. at 17 n.16; and section 702, see, e.g., In ve DNI/AG Certification
B Docket No. 702(1)-08-01, Mem. Op. at 17-18 .14 (USFISC Sept. 4, 2008)

(hereinafter "[JMem. Op.")* Itis only in cases where a communication of the

13 Moreover, to the extent that such communications were to or from the user of a tasked selector (i.e., a
target) the acqumtlon of such communications was authorized in any event.~8}-

For example, s explained by the Cout in approving DNI/AG 702(g) Certification -th? -

categories of ' "abouts” comiiiunicatioris include wherer - .
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non-target active user outside the United States is (1) to or from a person located in the
United States and (2) either is not one of the - types. of "abou’;s" communications

described to thé Cow:'t, or the communication ddeé not coﬁtajn a tasked selector at all,
that secﬁon 1809(a) is implicated by the acquisition of communications where the active
user of the transaction is a non~ta‘rgéted persoﬁ located overseas. {(FSHSHAT—

The acquisition of communications under Docket No. [Jjjjjjjjjj where the active

"user of the transaction is not the target but is located overseas implicates secﬁon 1809@1)

to an even lesser extent than similar ac(:luisiﬁons under Docket No.-and section

702. As with Docket No. [JJJand section 702, the acquisition of a foreign-based

Id—(-'FS#SU,LN-B)- S . T
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" active user's commﬁnication does not implicate section 1809(a) if the communication is
to or from another person located outside the United State.s (including the user of a
'.ta.sked selector), because the communication is not acquired through "electronic
surveillance."s Unlike Docket No.- and section 702, however, the scope of the '
acquisition 6f "abouts" ‘commmicaﬁons_was nqt defined under Docket No. - See

I Primary Order at 8 1.6 ("The Court understands that ||

will select || GGG ot only international Internet communications to and
from agents of [the targeted foreign powers], but aisé Internet communications in
which e-mail addresses||| GGG s ch 2gents are mentioned in
the Internet communication.”). Thus, if tht.e. communication of the non-target active user
located outside the United States is to or from a person in the United States, its
acquisition was authorized so long as a tasked selector was present in the
commmitaﬁon, regardless of the type of "about" that éommuniéaﬁon is. Ttis ornly in
cases where a tasked selector. does not appear ina commuhicatioﬁ between a noﬁ—térget
active user located outside thg United States and a person in the United States that
section 1809(a) is implicated. ~(FSHSHANE)-

| Section 1809(&) is not implicated at all with respect to any communication

acquired under the PAA where the active user of the communication isjj 8 8 8l R N ENN

5 Again, to the extent that such commurnications Wweie to or from the user of a tasked selector (ie, a
target), the acquisition of such communications was authorized in any event. {5}

[} 32 » 2 (3AATH AP ALY (Y2 D]
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T (- ic because all such acquisitions under the
PAA resulted from surveillance directed at a person reasonably believed to be located

outside the United States (i.e., the non-target active user), Specifically, if the

communication is between |||
‘ _16 The surveillance would also be directed at the non-

target active user located outside the United States if the acquired communication was a
communication sent to or from a person in the United States, even if the communication
did not contain a tasked selector. Cf. PAA Mem. Op. at 21 (accepting, infer alia, that

"abouts" surveillance is directed "at those parties to the acquired communications who,

by virtue of the use of Internet Protocol filters or ||| || | G

IR -:c reasonably believed to be located outside the United States."). Acﬁordmgly,
such acquisitions do not implicate section 1809(a) because they do not constitute

"electronic surveillance” as defined by FISA. AFSHSHANE-

C. Active User is Not the Target and Whose Location is Not (and Cannot Be)
Known (S5 ‘

Section 1809(a) is not implicated by acquisition under the PAA of any

communications where the active user's location is not (and cannot be) known. This is

16 The Government also niotes that the acquisition of such a communication would not be "electronic
surveillarice” even iri the dbsefice of the § 105A carve-ouf, because the communication isnot to or from a -

person in the United States. {FSASHHAMNE)—~
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most evident whén such communication is to.or from a person located outside the

United States (including the user of a tasl%éd selecto-r), at whom it can be said the

surveillance resulting in the acquisition is directed. Itis equally true, al]:;eit somewhat

counter-intuitively, for ainy communication Eetween an active user whose 10c§tion is

not (and cannofc be) known and a person located in the United States. As discussed. -

- above, section 105A of the PAA excluded surveillance that is directed at a person
"reasonably believed” to be located outside the United States from FISA'S definition of
"electronic surveillance." The means described in the NSA's PAA targetjﬁg
procedures - i, the use of IP filters or _
N - o< ted to ensure that acquisitions were directed at a persom
reasonably be_iievgd to Be located outside the United States. .]usf because NSA
ultimately may be unable to determine the true loca'tioh of the active user of the
‘communication dées not mean NSA did not reasonably believe, at the time of
acqmsﬁbn, that the surveﬂlance was being dlrec;ced ata person located outside the
United States. Cf. Inre DNI/AG 105B Certifications _ Docket Nos.

Transcript of Proceedings at 47-48 (USFISC.Dec. 12, 2007) (heremafter,"PAA Transcript")
(recognizing one possible scenario wher—
_ RSN - ,
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Secﬁon 1809(a)(2) is also not implicated with respect to acquisitions under

| Docket No.-, Docket No.- and section 702 where the communicationis
between a person outside the United States and an acﬁve user whose Iocatioﬁ is not
(and cannot be) known. Section 180§(a) (2), which makes it a crime to mtenéonally
"disclose[] or use[] information obtained ﬁnder color of law by ele;ti:onic surveillance,
knowing or having reason to know that the. mforméﬁon was obtained through
electronic surveillance 1.10t authorized by this Act," among other authorities. If the
location of the 119n-t§;get actve user cannot be determined, and ﬁ‘le other commuhicant
is known to be located outside the United States, then one cannot "know([} or hav[e]-

reason to know" that the communication was acquired through electronic surveillance

atetl o7 - - o< N S
. Mem. Op. at 114 (I-JSFIS(_hereinafter "PR/TT Mem. Op.';) (recognizing -
that "it might not be apparent from available inforr.na;tion whether the commu:ﬁca’r;ion

to which a piece of data relates is to or from a person in the United Stateg, éuch that
acquisition constituted electronic stirveillance as defined in Sect_ion 1801(5H(2)"). Section
1809(a)(2) can hai;dly be said to be implicated by the use or disclosure of

communications acquired under such circiimstances. E';ee id. at 115 ("When it is not
'kr‘lomm, and. there is no res;so,n to kno.w,- that a piece of information was acquirea

through _glgc__t_rgiic - surveillance not authorized by the Couut's prior orders, the
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information is not subject to theﬁixﬁhal prohibition in Section 1809(a)(2).").

" Under Docket No. [l and section 702, it is only in cases where the active user
is. a non-target whose location is not. (and cannot be) known communicates with a
person in the United States that section 1809(a)(2) is potentially implicatéd. Yet if the
Coqupmiication of a non-target active user whose locat.io.n is not (and cannot be) knqwn
is to or from 5‘1 person. in thé United States, its acquisitioﬁ under those two authorities
does not implicgté Section 1809.(5;) (2_) 1f the acquired communication is one of the -
types of "abouts" communications recégrdzed by the Court. Under Docket No. -
and section 702, it is oﬁy in caseé where the communication is not one of thgse -
types of "abouts” communications, or the communication does not contain a tasked '
selector at all, that 1809(a)(2) is implicated by the acquisition of a communiéation to or
from a pérson in the United States where the locaﬁon olf the non-target active user .is not
(and cannot be) kﬁown. {FSHSHANE—

Acquisition under Docket No -of commmeaﬁons to 61‘ from 2 person‘ in
the' Urﬁted States where the 1océtion of the non-target active user of the communication
is not (and cannof be) known implicates section 1809(a)(2) to an even lesser extent than
similar acquisitions .u_nder Dpcket No.- and section 702. That is because, as

discussed above, the scope of the acquisition of "abouts" communications was not

defined under Docket No. Thus, if the communication is between a-non-target
) ) &
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active user whose location is not (and cannot be) known and a person in the United

States, its acquisition was authorized so long as a tasked selector was present in the

communication, regardless of the type of "about" that communication is. It is only in .
‘cases where a tasked ‘selector does not appear in communicatﬁn between a non-target
active user whose location is not (a;jd cannot be) known and a pei:sdn in the United
_ States that Secﬁon i809(a)(2) is iInplicated.;(EESffSIfwal‘F-)— |

D. Active User is Not the Target and is Located in the Unitea States 8-

Section 1809(a) is not impli‘cat-ed at all w'}th respect to the acquisition of
com@cations under the PAA where the active user is not the target and is located in
the Uni_tea Statés. Section 105A of the PAA excluded from the definition of "electronic
surveillance” sll.;lr.vei]lance that is directed at a person lreasonably be]ievéd to be located
outside the United States. See'S 1054, 121 Stat. at 552. As discussed in more detail -
below, commuinications acquired under the PAA where the active usér was located in
the United -States — even’ fhose that do not contain a tasked selector - were the product
of surveillance directed at a person reas.o-nabl& be]ieved.to be located outside the United
Stateg, and thus did not constitute "electronic surveillance” by virtlie of section 105A..

—(ESHEHE)—

This conclusion is most obvious where the commu.;nicaﬁor; is between a U.5.-

 based active user and the user of a tasked fecilty (i, the target). In that case, the

surveillance is clearly directed at the foreign-based target. See PAA Mem. Op. at 13
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' ("[I}t is natural to think of the users of the tasked facilities as the .persons at wlﬁom.
surveillance is ‘directed."). Some.wha't less obvious, but no less true, are i.;lstances '
where the communication is between a U.S.-based active user and a non-target
reasonably believed fo be located outside the United States. Cf. PAA Mem. Op. g’c.21 :
(a&cepting, inter alia, that "abouts" surveillance i;s directed "at thgse parties to the
acquired commmﬁcgtions who, by virtue of the use of Internet Pro;cocol filters or-

| _ are reasonably believed to be loqafed outside

| the Um'fced States."); In re DNI/AG 1058 Certification - Ex. A (NSA_ Targeting
Proce'dures), filed Aug..17, 2007, at 1-2 ("In addition, in those cases where NSA seeks to
acquire r;ommurﬁcations about the target that is not to or from the target, 'NSA will

either employ an Internet Protocol filter to ensure that the person from whom it seeks to

obtain fo;:eign intelligence information is located overseas, orjjj | | [  GcIcNINIEINIG
—. In either event, NSA will direct surveillance at a
party to the communication reasonably believed to be outside the United States.").
~ESHSHNEY-
 Under the PAA, even the acquisition of communications that were in fact sent
betwéen an active user in the United States and another person in the United States did
ﬁot constitute "electronic surveillance," 50 long as at the time of acquisi’éion NSA

) ??,"-“‘E?na,bly }qglieyé_d.ﬂia:t_ one qf those communicants was located outside the United

States. As discussed above; section 105A of the PAA excluded surveillance that is
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directed at a pereon "reasonably believed" to be located outside the United States from
FISA's definition of "electronic surveillance.” The means described in the NSA's PAA

targeting precedures —ie., the use of Internet Pretocol (P} filters or || EGEGBG
— - were reasonably designed te ensure
lthat each ecquisition was directed. at a person reasonably believed to be lecated outside
the United States.”” That this reasonable belief may ultimately have proven to be
mistaken does not mean that ’rhe acquisition resulted from "elec&orﬁc surveillance”
because the communication was in fact to or from a person in the United States. Cf

. -Mem. Op. at25 (concludmglthat “the government is authorized [under sectien
702] to acquire communiceﬁons when it has a reasonable, but mistaken, belief fhat— a

target is a non-U.S. person located outside the United States"); PAA Transcript at 47-48

(recognizing one possible scenario-wher<||| | | EGTcKNGNGNN
| R

¥ As previously explamed to the Court, these means are employed with respect to any Internet
transaction acquired through NSA upstream collection, not just "abouts.” Sez June 1 Submission, at 5.

—(FEHSHANE)

18 The Court also concluded that "abouts" acquisitions were directed at the users of the tasked selectors
referred to in those communications, rather than the senders or recipients of the communications. Seg

""" -~ T PAA Mem. Op.at 21, Although this was ot atheory advanced by the-government, seeid. at 20;the - -~ -~

government notes that the acquisition of wholly domestic "abouts" communications would not be
"electronic surveillance” under this theory either, because such surveillance wouild have beent directed at

the foreign-based user of the tasked selector. {FSASHANE)—
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Of course, section 1809(a) is potenﬁa]l;} implicated under Docket No. [}
bécket No.- and section 702 in cases where the active user is located in the
United States. That is because every such coﬁmu:ﬁcation would be to or from a person
in the United Stafes (ie., the U.S.-based active user) and, ?hér_efore, their acquisition
would constitﬁte electronic surveﬂlaﬁce as défin_éd 1'.1'.L's‘ection 1801(£)(2). Thué, the
rlelevant in_quiry here focuses sclely on whether such (£(2) el'ectronic sulrveillénce was
autho;‘ized. Mos;c obviously, section 1809(a) is not implicated by the acquisitioﬁ of
communications between an active user in the United States and a ﬁser of a tasked
selector, becauge such acquisiﬁbns would in all casés be authorized (f)(2) electronic
surveillance. At the other end of the spectrum, the acquisition Qf ti'lé co;xlmprﬂéat'ions' of
a U.S.-based active user that do not coﬁtam a tasked selector implicates section 1809(a)
if it is ultimately concludéd that such acquisitions are not authorized. -(—"PS#SI#NF—}— -

Falling between these two extremes is the acquisitionl.of "abouts" -
communications of a U.S.—based active user. Under Docket No JJjjjjjj- the aﬁquisition

| _of all types of "abouts" commurﬁcaﬁons of a U.S.-based active usér would be authorized
- (£)(2) electronic surveillénce because, as discussed above, the scope of the acquisition of .
"abouts" :cqmmunicatioﬁs was not defined under [ij- HoWe%rer, only those
.'aBouts" t.:ommunicatioﬁs of é U,S.-bgsed active user that fall within fh' typgs of

o "abouts" described to the Court @dg;_@q_cl(fat_N o.-and section 702 wouild be

- authorized (£)(2) surveillance. {FSHSHANE-

S 36 -
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As with the fAA, the acqﬁsition of wholly domestic "abouts" communications
uncier Docket Nos.- and -does not implicate section 1809(a). To acciuixe a
communication under the authofity granted in bocket No. - NSAwas required.
to establish probable cause to believe that at least one party to the comrm:.rucaﬁon was

outside the United States. See -Prlmary Order at12. To establish this probable

e, NS employed TP s o
_ See ui at 8. Use of either of these means

would "reasonably ensur[e] that the [acqulred] communications originate or temunate
ina foreigri c':oum'ry." Id. That this probable cause determination may ultimately have
been proven wrong in a particular case does‘no’; mean that the resulting écquisitions
did not corﬁport with the Court's brder and thus.were unaﬁthorize_d. See,. e.g., llinois v.
Rodriguez, 497 U.5. 177, 195 (1990) ("[TThe possibility of factdal error is built into the
prébable cause gtandard."); Illinots v. Gates, 462 US 21£3, 246 r_1.14 (1983) ("Probable
cause . . .'simply does not require. [] perfection.”). hideed, this Couxt exph‘ﬁﬂy | |

- recognized that NSA's IP ﬁiters would not m all cases prevent the acquisitién of all

wholly domestic communications. Seqjjjj Primary Order at 8 n.7 -
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I ) -t+:#55 |
The same holds true for the acquisition of wholly domestic "abouts"

' communications under Docket No- Aithough the order entered in Docket No.
I id not require NSA to establish probab1¢ cause to-beﬁeve thata pafty to Ian
_acquired communication be located out;ide the United States, the Govefrméllt's
authority to acquire "abouts” commulnication.s under that docket V‘vas nonetheless
.limited to comrﬂuﬁcationé as to which "NSA feasoﬁably believe[d] that the e-mail
account/address/identiﬁer [sending or receiving the '.abouts" communication was] being
‘used, or [was] about to be usegi,- bsr persons located outside the United States.” -
Primary Order at 15. The means approved by the Court for NSA to use to formulate
that feason;able .b'elief were.the same .methocis uéed gnder Décket No. - See
. 2621 Gcogrizing ot
_ IP filters may be used "to increase the chances of collecting foreign
communications” and "to minimize acquisition of conﬁnunica’cions-v&hélly within the |

" United States.”). Again, like under thé PAA and Docket No. [ the fact that these’

‘mechanisms did not in all cases prevent the acquisition of wholly domestic

_communications is not inconsistent with this reasonable belief; nor does it mean that an
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acquisition conducted under that reasonable belief was unauthorized. See, e.g.,
Rodriguez, 497 US. at 195; Gates, 462 U.S. at 246 1,14, ~FSHSHANT-

Section 1809(a) is implicated by the acquisition of "abouts" communications
' ].Detween a U.S.-based active user and another person in the United States under section
702. Héwever, the Government notes that this Court recently held that NSA's targeting
procedures are reasonably designed to preifent the _acéuisition of such communications,
and that their acquisitioﬁ does not run afoul of section 702(b)(4). See Oct. 3 Mem. Op. at

47-48. (CFSHSHANE)

3. Whether the collections under .Secﬁon 1881a, the PAA, and Docket Nos. - &
-include information that was not authorized for acquisition, but is not
subject to the criminal prohibitions of Section 1809(a). 5}

Should the Court determine that NSA's upstream éolle;ﬁori of communications
that included "abouts" commﬁcaﬁons outside of the [Jjjjcategories previously
specified to the Court in Docket No.- the PAA, and section 702, as well as those
discre.te coﬁ\munications collected under all four pertinént au.thorities that are not to,
from, or about a tasked selector, was ﬁot authc;rized, the Governﬁent believes that the

- following categories of information, although unauthorized, would not be subject to the

provisions of section 1809(a), because they do not constitute electronic surveillance, as

defined by FISA:~(TFSHSITHNE)—

" 1 Asnoted above, the categories of "abouts" communications that could be acquired were not discussed
orities granted in Docket No- ’

or specified under the auth
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(1) Where the active user is the target: As discussed above, where the active user

is the target, all acquisitions were clearly authorized under all four authorities.

—ESHSHANE-

(2) Where the active user is outside the United Sta_tes or the active user's location
is not (and cannot be) known: In such sitjuati.c.)ns, acquisition would have been
unauthorized, but would not have consﬁﬁted electronic smeﬂmce -~ and
therefore not subject to secﬁén 1809(a) ~ in two situations, both of which would
require the active user to be communicatin_
| I First, under Docket No. the PAA, and section 702, collection
would b;a unauthqrizt.ed where the acquired communication was about a tasked -
selector, but was not one of the -:ategories of "abotits" communications
préviqusly specified to the Court (s.ee.footnote 14, supra). Second, for all four
authorities, collection would be unauthorized, but.not subject to section‘1809.(a),
where the discrete communication acqﬁj_red (whether standing alone or within
the context of an MCT) was not to, from, or about é tasked selector, {FSHSHANE-
(3) Where the active user is located iI.15‘ide the United States: As described above,
due to thel 'user's location in the United Statgs, any unauthorized ‘acquisition
under Docket Nos-and- as well as section 702 would constitute

electronic surveillance as defined by 5( ,LJ,,L, § 1801(f)(2), and therefore would

be subject to section 1809(a). Acquisitions under the PAA, which as discussed
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above were exempted from FISA's definition Qf electronic surveillance, would
have been unauthorized, bu;c not subject to section 1809(a), where (i) the acquired .
communication was about a tasked selector, but was not one of the [
' previously‘described categories of "abouts" communications, or (ii) where the
acquired discrete communication (whether standing alone or within the cor;te.xt

of an MCT) was not to, from, or about a tasked selector.. -EPS#SI#NF—)—

4;. Whether any of the over-collected material has "aged off" NSA systems such that it
is no longer retained by NSA or accessible fo its analysts. {5}—

As indicated above, NSA is implementing a reduced retention period of two years
'for upsl-re-am Internet collection from Docket NOS.-and-, the PAA, and
section 702, tﬁus acceléréti_ng the scheduled age-off of such collectioﬁ in NSA sjétemé.m
Doing so will require NSA to make significant adjustments' to fhe software and
handling rule; associated with its repoéitéries, and NSA estima;ces that it may take until
at least March 2012 to responsibly complete the accelerated age-off without adx_re_‘l"sely |
: affecting the data repositories and technical infrastructure NSA relieg upon to
appropriately handle the information it acquires pursuant to its section 702 authorities.
NSA will update the Court on its progress at appropriate intervals and provide final

notification once the accelerated age-off process has been completed. The age-off will

-~ 20 THe two=year retention pericd will be caleulated from the-expiration of the relevant-authorization; 483 -~ ==~~~

21 In the course of effecting the actions described herein, NSA may determine that it is necessary to submit
amended procedures in response to operational concerns. {8)- '
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result in a significant reduction in the amount of data that J:night contain information

subject to section 1809(a)(2) should the Court determjrlé that. certajn.aspiects 6f NSA's

collection Qf Internef transactions upstream was not authorize_ci. -&S#SH&JP—)—

The material collected pursuant to Docket Nos._aﬁd-DNI/AG
105]3 Certiﬁcaﬁt.)ns— under the PAA, and section 762 is subject to a five-
year retention period, which is still in effect for all of these authorities. Accordingly, t}xe
oldest of the material is not .d;.le to begin to age off uﬁtil 2012. However, as set forth
above, NSA is currently in thé process of applying an accelerated alxge—off to the
upstream data collected pursuant to these authoriﬁes. (ESHSHANE -

As Vof the time of tlﬁs filing, NSA has confirmed tﬁa’c unevaluated Internet
transactions collected pursuant to PA_A DNI/AG 105B Cerh.ﬁcatlon_
_durmg the fn‘st twelve months it was in effect,”
all of which featured a one-year retention period, has aged-off in NSA collection stores,
corpérate stores,'— and some of NSA's iaackﬁp systems. Thus, the data

from _emains in certain NSA backup systems, but Wﬂl eventually be

removed. [

2 DNI/AG 1058 Certification 03-0' I N

_ DNI/AG 105B Certification 08-01._(3)'_ _ . _ ,

=~ ~ 2 NSA maintains backupand archive systems whose func’nonis to-provide data recovery inthe-event-of -

a system failure or othér disaster.- The material which has not aged-off in the backup systems is not
available for use by intelligence analysts. Because of the varied nature of the individual backup systems, -
NSA will assure compliance with the retention periods for collected data by requiring each system to
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Y 5w ever, as nofed

above, the accelerated age-off process will remove the upstream data from DNI/AG:

- 105B Certification 08-01 that is subject to the four-year extension, as well as Internet

transactions collected pursuant to the PAA to the extent that those transactions had
been evaluated, in whole or in part, and determined to be suitable for retention in
accordance with the applicable minimization procedures. {TSH#SHANE—

5. If the government has determined that it has acquired information that is subject
to Section 1809(a) or was otherwise unauthorized: <5r

a. Describe how the government proposes to treat any portions of the prior
-unauthorized collection that are subject to the criminal prohibitions of
Section 1809(a). 5y ‘
As noted above, for technical reasons, NSA will not be able to apply retroactively

the segregation process described in section 3(b)(5)a. of the 2011 Amended NSA

Minimization Procedures to Internet transactions acquired via its upstream collection

- techniques prior to October 31, 2011. That data has already been distributed into NSA

repositories. It would not be téduﬁcally feasible for NSA to reach into those
repositories and retroactively apply the segregation process described in section
3(b)(5)a. of the 2011 Amended NSA Minimization Procedures to data that is already

within them. For that reason, and to further maintain consistency of its minimization

maintain the integrity of the age-off function through system requirements which will ensuie that aged-
off data is not reintroduced into collection, corpoerate, and/or analytic stores. €5}
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procedures across acquisitions pursuaﬁt to multiple DNI/AG 702(g) certiﬁcations, NSA
will train its analysts to conciuct the analysis set out in section é(b)(S)b. of thg 2011
| Aﬁended NSA Minimization Proﬁ:edﬁres to all MCTs encountered by an analyst and
make usé of only those portions o£ an MCT authori;ed by section 3(b)(5)b. (TS//SI//NF)

Irrespective of the Court's finalldetermination regarding the application of
* section 1809(a)(2), NSA fully intends to apply the requirements of sections 3(b)(5)(b)
and 3(c)(2) of the 2011 Amended NSA Minimization Procedures to any use of hltef11et
tra.nsacﬁdns previously collected through NSA's upstream collection techniques. Thus,
NSA analysts will apioly the applicable portions of the 2011 A_mgnded NSA
Minimization Procédufes to all MCTs collected through NSA's upstream collection
techniques prior to the Attorney éeneral's adoption of the amended minimization
procedpres on October 31, 2011, and like all other upstream colle_:ction, information that
does not meet the retel;ltion standards set forth in the amended procedures will only be
_ retained for two yea.rs in any event. ‘(TSﬁSI-h‘NP}—

b. What steps is NSA taking fo ensure that such information subject to 1809(a)
is not used in proceedings before the Court?<S)-

As reflected in the Government's Notice of Clarifications filed on August 30, 2011,

NSA has implemented a proceés to review information from upstream Internet
transactions prior fo use in FISA applications or other submissions to this Court

-cons1stent with section 3(b)(5)b in the 2011 Amended NSA Minimization Procedures.

See Notice of Clarlﬁcaﬂons, Docket Nos_ flled
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August 30, 2011, at 9-10; see also 2011 Ameqded NSA Minimization Procedures,
© §3(b)(5)b. NSA will work Wiﬂl the Department of Justice to implement the same
procesa.: for any conunuru:c.atiohs acquif-ed pursuant to the four pertinent authorities
when those cc;mrnunicaﬁons are relied upon in a submission to this Court made by the
_ Ce.rxtl;al Intelligence Agency (CIA) or Federal Bureau of In.vestigation. (FBI). See 2011

Amended NSA Minimization Procedures, § 3(b)(5)b.2 (LSH/SHNE)-

c. What steps is the government taking to remediate any prior use of such
information in proceedings before this Court. <5}

For all new applications to the Court that rely upon NSA information contained
in a previous FISA application, the Government will ensure that information is
subjectea to the same process describeg;l above that is required by | section 3(b)(5)b. of
the 2011 Amended NSA I\/ﬁhirrﬁzation Prbcedures. In particular, as noted above, NSA
will work with the Department of Justice to implement that process for any
communications acciuiréd pursuént to the four pertinent authorities when those

communications are relied upon in a submission to this Court made by CIA, FBI, or'

- 2 Ag discussed in the 2011 Amended NSA Minimization Procedures, NSA analysts may not use
communications that are not to, from, or about a tasked selector, but are to or from U.S. persons or
persons located in the United States, except to "protect against an immediate threat to human life." See
2011 Amended NSA Minimization Procedures, § 3(b)(5)b.2.(c). Moreover, "if technically possible or
reasonably feasible," NSA analysts will document thejr determination that a discrete communication not
to, from, or about a tasked selector is to or from an identifiable U.S. person or person reasonably believed

~“Y¢'be located it e United States Seeid. To theextent that the minimization procedures-allow for the -~ - -~ -
use of discrete communications in an MCT, those discrete communications (including any U.5. person
information contained therein) must be handled in accordance with the applicable provisionis of the
minimization procedures. See id. § 3(b)(5)b.2.(a) and (b). {TSHSLHINE}-
45
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ci. ﬁow does the government propose to freat any portions of the coﬁection that

are unauthorized but not subject to Section 1809(a), and explain why such

treatment is appropriate. 5y

This qﬁestion necessarily encompasses two separate categoﬁes of information.
Because section 1809(a)(ﬁ) only reaches the disclosure or use of information a person
knows or has reason to know was obtaine;:l under color of law v_ia unauthorized
electroni¢ su_rveillance.as defined in section 1801(f) of FISA, the first category of
information would include single, disgrete communicaﬁons' within an MCT where NSA -
does not know, and has nol reason to lfnow, that such communication Was acquired
under color of law through electronic surveillance which was nbt authorized.® For
example, and as describéd above, under certajﬁ circﬁmstances when the
communication is between a person outside the United States and an active user whose
location is not (and cannot be) known, NSA may have no way to de-term:ine based on
available information whether a single; discrete co'mmunicatidn (or metadata extracted

from that communication) was sent to or from a non-targeted person actually located in

the United States such that the acquisition constituted electronic surveillance as defined

25 This Court has previously concluded that section 1809(a)(2) does not criminalize all disclosures or uses
of unauthorized electronic surveillance. Section 1809(a)(2) reaches disclosures or use only by a person

- "knowing or having reason to known that the information was obtained through" unauthorized electronic

surveillance, 50 U.S.C. § 1809(a)(2). “When it is not known, and there is no reason to know, that a piece

~of information was acquired th“r“'c)’iig’h”éléc‘:‘trﬁfﬁC"sm'vei‘ll'ance’ that was not authorized by the-Court's prior-—— -

orders, the information is not subject fo the criminal prohibition in Section 1809(a)(2)." See PR/TT Mem.

Op. at 115, €5
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by section 1801(f)(2).726 The second category of information obviously Wouldlinclude
single, ciiscrete communications‘within an MCT which NSA knows or has reason to.
know were not acquired through unauthorized electronic surveﬂlance. Such |
communica-ltions wo.uld include, for example, single, discrete coxﬁmurdcations within an

MCT as to which the active user is a non-target who is reasonably believed to be located

outside the United State S
N T:c Goverrimen docs

not believe that there should be any restriction on its ability to retain, access, or use
these two categories of infér’maﬁon consistent with the applicabie portions of NSA's
minimization procedures ~TSHEHANTY—

Smgle, discrete communications within an MCT which do not contain the
presence of ?;1 tasked selector (and which fall into one of the two categories set out above)
may nevertheless contain foreign intelligence information which is relevant to the
authoﬁied purpose of the acquisitions conducted pursﬁant to the four relevant
authorities, and NSA ié required t{; Iﬁnit its queries to those which are reasonably
designed to return foreign iﬁtelligence informatioﬁ. See, e.g., 2011 Amended NSA
Minimization Procedures, § 3(b)(6). Moreover, as described above, NSA has committe_ci

to applying section 3(b)'(5)B. of its amended section 702 minimization procedures to its

T Whlle “polnting out that the Govetiunert iy not be willfully blird in assessing whether a pieceof — -
information was obtained through unauthorized electronic surveillance, the Court has previously | found
fhat "neither Section 1809(a)(2) nor any other provision of law precludes it from authorizing the
government to access and use this category of information." PR/TT Mem. Op. at 115, (S)
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_ . :
.historical holdings, including transactions acquireci pursuant to all four authoritigs at
issue. Accordingly, even if the Court were to conclude that NSA's acquisition of certain
information his{orically wéé not authorized, applicatioh of section 3(b)(5)b. of NSA's

* amended nﬁnimizaﬁoﬁ procedures to its historical holldings would reasonably ensure

that 01’11}.( information in MCT; which does not constitute electronic surveillance as

defined by section 1801(f)(2) of FISA would be used or disseminated. {FSHSHANE—

6. Whether there are any other matters that should be brought to the Court's
attention with regard to these collections that implicate Section 1809(a) or that
were unauthorized. {53 : ‘

After.é thorough review of thesé'co.]lections, the Government has determined

'that there are no other matters that need to be broﬁght to the Court's attention at this

time that irnplic.ate section 1809(a) or that were unauthorized. {5}

| Respectfu]h'z submitted,

Tashina Gauhar
Deputy Assistant Attorney General

National Security Division
U.5. Department of Justice
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" Title 28, United States Code, § 1746, on this ﬁan day of Nbvefﬁber,

Approved for public release_, _ All withheld information exempt under b{1) and b(3) except as otherwise notéd.

VERIFICATION
1 declare under penalty of perjury that the facts set forth in the attached
Government's Response to the Colu'rt‘s ﬁriefing Order of October 13, 2011, are tfue and
correct based upon my best information, knowledge and belief. Executed pursuahf to”

2011.

Signals Intelligence Directorate Compliance Architect
National Security Agency
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